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About Office Timesheets

Office Timesheets is a welbased time and expense management applicatioOffice Timesheets is a highly
configurable timesheet tracking and management software application primarily used by projedatriven
organizations that need to keep track of employee time reporting for accurate job costing, accounting and/or
billing of professional services. Office Timesheets also provides extensive functionality for tracking project
related expenses.

Office Timesheets is designed from the ground up as a wélased application which ensures a quick, install

once, use everywhere, deployment. £ZFEAA 4EI AOCEAAOO EO AAOGAIT T PAA OOET C
sophisticated web development platform architecture (ASP.NET AJAX) along with an ulrauitive Microsoft

Office Fluent style interface to ensure ease of use and minimal ender training.

Office Timesheets offers a rich feature set that allows you to customize the application to your specific needs
AT A OANOEOAI A1 668 (AOA EO A AOEAAE OUT I POEO 1 £ | EEEAA
Key Office Timesheets Features

Office Timesheets dkrs a rich feature set that allows you to customize the application to your specific needs
AT A OANOEOAI A1 668 (AOA EO A AOEAE OUT I POEO 1 £ | EEEAA

1 Configurable timesheet for project costing, client billing & time and &ndance

1 10 customizable tracking levels

I 30 customizable Entry and Taskbased status flags

1 Easy to use, 100% welbased timesheets with Windows applicatiodike functionality via AJAX

1 Reaktime graphical reports that provide insight into productivity

1 Six cistomizable employee rate tables with a facility of tracking effective dates and overtime rates at
each level

I Customizable rules for creating and managing time tracking tasks

1 Email notifications to encourage prompt submission of timesheets

1 Configurable appioval process to fit your business

1 Easy expense tracking in multcurrency; auto tax calculations

1 Flexible, multi-client billing/invoicing options

1 DCAAcompliant timesheets and audit trails facility allow businesses to follow regulatory guidelines
(eg: Sartanes Oxley, DCAA, FMLA, etc.)

1 Integrates with Microsoft Project and QuickBooks

1 Easy import/export of data files from/to common databases and spreadsheets

1 Can be configured to meet the needs of any organization

1 In-depth reporting facilitates highly detailedanalysis for breaking down costs at granular levels:

o0 By employee

By client or cost center

By project

By phase

By task

By any other factor that is important for understanding cost and profitability

O O O O ©o
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Editions

There are two editions of Office Timesheets the Selfinstall (on-premise) edition and OrDemand (hosted)
edition. Both versions are available as 3@ay trial demos.

On-Premise Edition: Office Timesheets

The On-Premise Hlition is installed on your Web and/or Intranet server. After installation, yai can run the
Office Timesheets application just as you run other software on your computer. Once the application has been
installed on your office internetserver, it can be accessed by all your employees to collaboratively manage
their time and expenses.

This is the preferred method of deployment for customers who want maximum control over their installation
and database. Th©n-Premiseedition of Office Timesheets allows you to integrate Office Timesheets with
your Windows Active Directory (which is notallowed by the OnDemand Hlition).

If you have not done already, you can download the @Premise Edition installer from our website at
http://www.officetimesheets.com/trial/d ownload_self_installed.aspx

NOTE: Note: After the 3@ay trial period, if you decide to continue using Office Timeshee@n-Premise
Edition, you will incur a one-time charge for the Office Timesheets software license along with a small annual
fee for sypport, maintenance and upgrades.

On-Demand (Hosted) Edition

The Office TimesheetOn-Demand Editionis hostedin a professional data center and managed by Lookout
Software. You simply create an account and Office Timesheets will set up a blank live datsd and sample
databaseET , T T ET OO 31 £0x A O A@bcarEakbc@sd theisoftvdreOvia Ah® Intériet bd A
connecting to our server with your web browser.

If you have not done already, you can create an €demand for your organization at
https://www.officetimesheets.com/trial/hostingregister.aspx .

NOTE: After the 30day trial period, if you decide to continue using Office Timeshee@n-Demand Edition
you will be billed a nonthly fee based orthe number of active user login accounts (active usersjou have
defined. Pricing for Office Timesheets is listed our website at

https://www.officetimesheets.com/purc_hase/pricing.aspx

Office Timesheets On-Premise Edition Installation Requirements

Office Timesheets is a welbased application. Thus, before you can use Office Timesheets youst install and
configure the application on your Web or Intranet server. Ore Office Timesheets has been installed on your
server, you can access the applicatn via Microsoft Internet Explorer and/ or Mozilla Firefox web browsers
using Windows orApple Macintosh computers.

Note: Installation is required only for theOn-PremiseEdition of Office Timesheets. There is no installation for
the OnDemand (Hosted) Edition of Office Timesheets.
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The following are the minimum and desirable system requirements for Office Timesheets:

On-Premise Server Installation System Requirements

o

Windows XP Professional
Operating System (Server Platform is Windows Server 2008
Recommended)

IS 5.0 IS 6.0 0r 7.0
ASP.Net 2.0 ASP.Net 4.0

4 GB

Intel Pentium 1 GHz Intel Pentium 2.8 GHz or
faster
Free Disk Space 30 MB 60 MB

Database System Requirements

o

SQL 2008 Express or

Database Server SQL 2005 Express Standardfor Enterprise
Editions
1GB 8 GB

Intel Pentium 2.8 GHz or

Intel Pentium 1.0 GHz
faster

Free Disk Space (
depends upon the 30 MB 100 MB
amount of data)
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Client (web browser) System Requirements

Minimum Desirable

IE v8 or 9, or Firefox v4
Internet Browser IE v7, or Firefox v3 (IE 9 only supported with
version 4 and higher)

512 MB 1GB

Intel Pentium 2.8 GHz or

Intel Celeron 1 GHz
faster

Screen Resolution 1024 x 768 1280 x 1024

7TEAO0 EA ) AT160 EAOA -EAOI O1 £#6 31, 3A006AO
YA UIT O Ai180 EAOA -EAOT O1 £#0 31, 3A0O0OAO 1 EAAT OhAa UT O AA]
free version of Microsoft SQL Server, to use with Office Timesheets.

Free to download, and free to use, SQL Server Express includes powerful features such as the SQL Server
Management Studio Express, to help you easily manage your databases.

In order to use Office Timesheets with Microsoft SQL Server Express you must first download it along with
31, 3A00AO -ATAcCAi AT O 300AET %@POAOO AOT I -EAOI O £060
software:

http://go.microsoft.com/?linkid=9394725

If you install SQL Server Express on a computer other than your web server, you will need to perform the
following steps:

1. Enable remote accesg open SQL Server Management Studio and go to PropertieConnections->
Check "Allow remote connections to this server".

2. Set specific firewall settings for SQL Expresglinstructions for performing this action can be found at
http:// blogs.msdn.com/sglexpress/archive/2005/05/05/415084.aspx .

Office Timesheets On-Premise Installation Instructions

There are two primary components to the Office Timesheets server installationthe application and the

/ﬁEﬁEEAA AETAGEAAGO )1 OGADY ARt A A3 520MOB.OL 6 OEdA’t Software, LLC


http://go.microsoft.com/?linkid=9394725
http://blogs.msdn.com/sqlexpress/archive/2005/05/05/415084.aspx

database. Both components are installednd configured in one simple installation process; and the
application and the database can both be installed to the same computer.

TP:7A EAOA &I OT A ET OAOOEIi ch DPAOOEAOI AOI U xEOE 1 AOCAO E
greatly enharced when the application and database are installed on two separate computers.

The Office Timesheets server components are developed using the latest Microsoft development tools and
thus require Microsoft Windows-based hardware in which to operate. Howeverthe Office Timesheets client
can run inside either Microsoft Internet Explorer or Mozilla Firefox browsers. Firefox web browser
compatibility allows the Office Timesheets client to run on a variety of computer operating system platforms,
including both Windows and Apple Macintosh.

To install the Office Timesheets Server application:

1. Onyour web server, doubleclick on the OTSlInstaller.exe file which you downloaded to your
computer.

Note: The installer must be run from the computer on which you are instéing Office Timesheets your
web server, in this case.

2. The Office Timesheets Setup Wizard will start and thé/elcome screen will be displayed. Close all
other Windows programs that are running and clickNext.

3. ThelLicense Agreement will be displayed. Revew the license agreement and click theagree to the
terms of this license agreement radio button, and clickNext.

4. Specify whether to install only the original program (including the blank or live database) or the
sample database as well.

Note: The original checkbox is checked by default. You cannot uncheck it.

TIP: We recommend that you check th&ample option as well so that you have a sample database to
explore before configuring your blank Office Timesheets database.

Check or uncheck the&sample option (depending on whether you would like to install it not) and click
Next.

5. Choose the location in which to install Office Timesheets and clitlext. You can accept the suggested
1T AAOKPRrdgrap Blledd 436 1T O Ui & AAT ET OOAilHerlocaiolEByAA 4 EI AOE/
clickingthe# E A1 @iéttBn. The space required and the space available on the selected drive are
displayed for your reference.
6. The Installation Wizard now has enough information to install Office Timesheets on your computer.
Review the indallation information. If you need to make any changes, click thgack button to go to
the previous screens and make the required changes. Otherwise, clidkxt to continue with the
installation.
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B8 Office Timesheets Setup | x|

Select Yirtual Directories

Type in names of virtual directories and click Next Offlce n

Timesheets

Select Virtual Directory

[oTs

Select Sample Virtual Directory
[oTsSample

7. Type in the names of the virtual directories for your liveand sample databases (or keep the default
names provided for you), and clickNext.

a Office Timesheets Setup E3

%

Select SQL Server Authentication

Select an option and click Next to continue. Offl Ce f@

Timesheets

Please select one of the following options:

(¢ Windows Authentication
" SOL Server Authentication

< Back LCancel

8. Select the type of authentication you would like to use Windows Authentication or SQL Server
Authentication .

Note: If your SQL Server is not installed on the same compartas your Web Server, you must choossQL
Server Authentication .

y £ AET T OET C 7ET AT xO | OOEAT OEAAQEI T 8

1. Click on theWindows Authentication radio button, and clickNext.
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B8 Office Timesheets Setup | x|

%
Configure Databases

Enter database server and database names. Offi ce “‘

Timesheets

Database Server Name

IIocthost

Database Name Sample Database Name
[oTsDB |0TSDBS ample

Cancel

**SQL Server Express Edition Users***

If you are connecting to SQL Server Expressikon you will need to type in your Database
3AO0AO0 . AT A OOET ¢ OEA A 111 xET ¢ OAEAI A j Pl
the actual name of your SQL Server Express installatiorj you do not know the name of

your SQL Serve Express Instalfion you can find it by opening SQL Server Management
Studio.

ﬂ Office Timesheets Setup

Configure Databases
Enter databaze server and databaze names. c

D atabaze Server Mam

Ilncalhl:ust"xsqle:-:press

Databaze Mame Sample D atabase

IEITSDB OTSDBES ample

2. Type the name of the database server and the names of the blank and sample databases, and

click Next.
Item How to use the Item Defqult Value
(if any)
Database Server Name Type the name of yar database server. localhost
Database Name Type the name of the blank (or livedatabase. OTSDB
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ltem How to use the Item Default Value
(if any)

Sample Database Name Type the name of the sample database. OTSDBSample

3. Review the installation information. If you need to make any changes, click tBack button to go
to the previous screens and make the required changes. Otherwise, clid&xt to continue with
the installation.

)y £ AET T OET ¢ 31, 3AO00OAO ! OOEAT OEAAOQEIT 8

1. Select the SQL Server Authentication radio button, and clitlext.

% DOffice Timesheets Setup E3

)

Configure Databases . @
Enter databases server, database names and login credentials O ff’ce

Timesheets

Database Server Name

IIocthosl

Database Name Sample Database Name
IDTSDB |UTSDBSampIe

Login
ISE

Password

Ixxxx

< Back I | Next > I LCancel

2. Type the name of the dtabase server, the names of the blank and sample databases, as well as
your login name and password and clichext.

ltem How to use the Item Default Value
(if any)

Database Server Name Type the name of your database server. localhost
Database Name Typethe name of the blank (or live)database. OTSDB
Sample Database Name Type the name of the sample database. OTSDBSample
Login Type the login name needed to access the databases.

Password Type the password needed to access the databases.
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9. The installer will then create the virtual directory/directories in IIS and install the databases that you
have selected.
10. ClickFinish to complete the installation.

Accessing Office Timesheets

Office Timesheets creates two databases for you upon installatiora sampledatabase and a blank (or live)
database.

The sample database is configured with sample users accounts, employees, time entries, etc. and is designed
for you to explore the application before configuring your own live database. We highly recommend that you
first use the sample database as it will get you more familiarized with the application, and provide you with a
road map for configuring your live database.

The blank database or live database is for entering your live data. After using the sample datab&s
familiarize yourself with the Office Timesheets application, you can then configure and start entering your
actual or live data into the live database.

Logging into the Office Timesheets On -Premise Edition

During installation, Office Timesheets setap two databases for your organization

T ' OAi Pl A AAOAAAOA AT i Pl AGA xEOE A Ii1AE
1 A blank or live database to setup, configure and use for your actual data.

AT A OA

(@)
T
(@}
O
V)

Accessing and logging into the Office Timesheets Sample Database

To log into the Office Timesheets Sample Database:

1. Open your web browser.

2. Type in the URL for the Office Timesheets Sample Database login page by using the following
conventions http://computername/virtualdirector y (Example: http://serverl/OTS Sample), and
pressEnter or Return . You could tryhttp://localhost/OTSSample.

TIP: Ask your systems administrator for the exact URL of the Office Timesheets Sample Database login
page.Be sure to mention that the ample database is installed to th©TSSampledirectory.

3. When the Office Timesheets login screen appears, type your login details.

/ﬁE/EEAA AEI AGEAAGO )1 OGADY AiGiitd AD 63 520M0B.OL 6 OEdRt Software, LLC


http://localhost/OTSSample

Depending upon the type of access you would like to have, use one of the following:

41 1T CEIl 108 5 0OA8

11117 x0 916 41718

An Administrator Username = admin
Password = 1

Do everythingz create users and
user groups, manage users,
manage logins, etc. An
administrator has all security
rights.

A Manager Username =manager Enter time and approve employee
Password =2 timesheets.

A Use Username =user Enter and time and/or expense
Password =3 sheets. This a basic user login

profile and should be used by
employees.

Accessing and logging into the Office Timesheets Live Database

To log into the Office Timesheets Live Database:

1. Open yar web browser.

2. Type in the URL for the Office Timesheets Live Database login page by using the following
conventions http://computername/virtualdirectory (Example: http://serverl/OTSDB), and press

Enter or click the Go button in your browser's address lra

TIP: Ask your systems administrator for the exact URL of the Office Timesheets Live Database login

page.

3. When the Office Timesheets login screen appears, tydelmin as the username and as the

password.

TIP:The password '1' shouldonly be used asatemporary password to allow you to log into the

system. For reasons of security, once you log in to the system, it is advisable to change the password

to somethingmore secure

4. Click theSign In button to log into Office Timesheets.
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Note: When you try to login, if another person has already logged in using the same username that

you have specified, Office Timesheets Willisplay the following message:

Message from webpage

,-‘I them out?

=5

C% Someone is already logged into this user account. Would you like to log

| oK | I Cancel

Click OKto log the user out or clickCancelto return to the login screen without logging them out.

Note: If you leave Office Timesheets without logging out (such as when your browser window closes
with an error message, or when you go to some other web page) and then try to log in again, Office

Timesheets will display the above message. This happens becay®u were unable to log out

properly earlier. Hence, when you try to log in, Office Timesheets incorrectly thinks that you are still

logged in and displays this warning message. In this situation, you should click on & button so
that Office Timeshees can close the earlier session and log you in properly.

Logging into the Office Timesheets On-Demand (Hosted) Version

When you create an OtDemand account Office Timesheets sets up twdatabases for your organization:

Ablank or live database tosetupAT T ZECOOA AT A OOA &I O Ul 60O

1 A sample database complete with a mock setup and sample time and expense entry data.

Accessing and logging into the Office Timesheets On-Demand Sample Database

To log into the Office Timesheets Sample Database

1. Using your web browser, access the Office Timesheets Sample Database login page.

Note: The address of the Office Timesheets Sample Database login page has been emailed to you as part
of the registration process) £ Ui & AAT 680 AET AO OEIEAE 1A TTAGED

resend it to you.

2. When the Office Timesheets login screen appears, type your login details.

Depending upon the type of access you would like to have, use one of the following username/password

combinations:

AAOOAI

To Login! O8

50A8

1117 x0 916 41718

An Administrator

Username = admin
Password = 1

Do everythingz create users and
user groups, manage users,
manage logins, etc. An
administrator has all security
rights.

Password =3

A Manager Username =manager Enter time and appove employee
Password =2 timesheets.
A User Username =user Enter and time and/or expense

sheets. This a basic user login
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profile and should be used by
employees.

3. Click the Sign In button to log into Office Timesheets.

Accessing and logging into the Office Timesheets On-Demand Live Database

To log into the Office Timesheets Live Database:

1. Using your web browser, access the Office Timesheets Live Database login page.
2. When the Office Timesheets login screen appears, typeimin as the username and. asthe
password.

TIP: The password '1' should only be used as a temporary password to allow you to log into the
system. For reasons of security, once you log in to the system, it is advisable to change the password
to something more secure.

3. Click theSign In button to log into Office Timesheets.
Logging out from Office Timesheets

Once you have finished with your session of Office Timesheets, it is highly advisable to always log out from
the application. To log out from Office Timesheets click th&ign Out button at the top left of your Office
Timesheets application window.

The Office Timesheets Application Interface

The Office Timesheets Application Interface consists of tabs. Each tab has a ribbon that contains one or more
ribbon groups. The functions or ommands of the Office Timesheets application are housed within these

ribbon groups.

Tab ]
Function / Command
I iew Sheets | Import | Export Reports Process Management System Configuration Account Administration
—_—] . B B
1] Day (TH Add Task & Entry A Add Tasks 2 Ma = Update

= ‘\ﬁ [ j Time Clock -’I> Timer On [@' Add Task From Template (‘j Copy Tasks fe=

ES = 7] = Ll = a 5
Eheet  Exp T _/ Criteria Add Time Entry (g Timer Off =2 Re-generate Tasks |2 Delete Tasks And Entries Employse  Manager

< Delete Tme Entry | 2P Edit Task
View Time Entry Task Approval
Ribbon Ribbon Group

The Office Timesheets Application Interface consists of six tabs. Use these tabs to perform various operations
while working with the Office Timesheets application.
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Note: When you log in to Office Timesheets, depending upon the Security Policy assigned to your User
Account, you may or may not be able to see or access all the tabs and commands of the application. If you
cannot see some of the tabs or commands, it means ttihée Security Policy for your User Account does not
allow access to those parts of the application. What you can see or do in Office Timesheets is controlled by the
Security Policy that the Systems Administrator assigns to your account.

The following table briefly describes the various tabs:

Use this tab... To do this...

View Sheets Enter and managetime, expensea, andtasks.

Imoort / Export Import data from? or export data to? other time and expense management
P P software programs such as MS Project or spredaheet software such as MS Exce

Reports View or print various summary & detail reports and modify report options.

Manage and set up your organization's processes; manage employees and
Process Management employee groups; set up a list of holidays; defentask rules, approval process
steps and reporting periods; set up rate tables, customize statuses etc.

Configure systemwide options such as how dates, time and currencies are
displayed; set up the time intervals to be displayed inifhesheet View; enter
contact details; set up auditing and enailing options; set up user accounts,
security policies and password options etc.

System Configuration

View and manage youOffice Timesheetdicenses and account/billing

Account Administration . .
information.

Note: Before making entries on any page in the Office Timesheets application, always wait till the page loads
completely. When a page is loaded properly, the word "Done" will be displayed in the status bar of your
browser.

TIP: Click the Refresh or Reload buttonf your browser if a page does not load properly.

TIP: While using the Office Timesheets application, do not use the Back and Forward buttons of your
browser. Instead, always navigate using the tabs and buttons of the Office Timesheets interface.

Configuring Office Timesheets

Office Timesheets administrators can use thBystem Configuration tab to configure the Office Timesheets
application. Using the functions in theSystem Configuration tab, you can:

Configure systemwide options such as how dates, timand currencies are displayed;

Select the language to be used;

Set up the time intervals to be displayed in Timesheet View;

Enter information about your organization, such as its name, your contact details and your web and
street address;

1 Set up auditng and emailing options;

=A =4 =4 =
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1 Set up user accounts, security policies and password options; and
1 Change your password.

Note: By default, systemconfiguration is possible only by those persons who ha Administrator dlevel of
access. Typically, onhAdministr ators would have access to th&ystem Configuratiortab. If you are not an
Administrator, though you may have access to the System Configuration tab, you may not have access to all
the commands in the System Configuration tab, depending upon the settingfsthe Security Policy that has
been assigned to your User Account.

The System Configuration tab

The Office Timesheets configuration functions are in the System Configuration tab.

X

View Sheets Import/ Export Reports Process Management System Configuration [
© Company info . &/ User Accounts '
> ==*| E-mail Account Q \3:3 43 Security Poicies \
Time Entry Options 2 Auditing Options Change Password Passwocd Options

Options Regional Options User Accounts

The System Configuration tab has three ribbon groups Options, Regional Ofions and User Accounts that
contain the commands needed to configure Office Timesheets.

The following table describes what each of the commands in the System Configuration tab does:

Tlmg =007 Specify the time intervals to be diplayed in Timesheet View.
Options
Enter information about your organization, such as its name, your contact details and

CmpEmy (e your web and street address.

E-mail Account Set up and test your emailing settings.
Auditing Enable or disable audit trails, o clear all audit trails.
Options Set up systemwide regional specific options such as how dates, time and currencies

are displayed, and select the language to be used.
Change Password  Set or change your password.
User Accounts Set up user accounts foyour employees so that they can us@ffice Timesheets.

Set up systemwide security policies. Assign policies to users or groups of users so as

SRR (Ol to control access to the different areas of th®ffice Timesheets application.

Specify the minimum and maximum number of characters allowed in a password anc

FrEsTeR Cpions whether or not passwords require a combination of numbers and characters.

Setting Time Entry Options

Office Timesheets has been designed to support all international datermats, time formats, currencies and
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languages. Thus, users from anywhere around the world can use Office Timesheets irrespective of the
language, currency, date and time formats used in that part of the world.

To set or change the Time Entry Options:

1. Click on Time Entry Options in the System Configuration tab.

2. Enter appropriate values for the various items.

3. Click theSavebutton to save the changes you have made on the scra@enchange your personal time
entry options.

4. Click theSave as Defaultbutton if wish to make these settings the default settings for all users.

(; )\. Sign Out =
View Sheets Import / Export Reparts Process Management System Configuration Al

@ Company Info &‘/J Uszer Accounts

Y ="| E-mail Account 1@ {g} (&) Security Policies

Time Entry Options & Audting Options Change Password =% Password Options
Options Regional Options User Accounts
Time Entry Options
Default start time for time entry 8:00 PM E Time spent only on Timesheet View
Day View time intervals in minutes | 30 Time spent format Hours/minutes -
Day View first time 8:00 AN E Show totals by employee Reporting Period []
Day View asttime 700N [=]
[ Save as Default] [ Save ]

The following table describes the various items found on th&ime Entry Options page:

Default start time for time Enter the time to beusedfor the start time in the time .

. 08:00 AM.
entry entry dialog box.
Enter the number of minutes that you wantOffice
Timesheets to usefor the interval between two time 30 minutes.
slots on theDay View screen.

Day View time intervals in
minutes

Enter the time to be usedor the first time slot in the Day

: 08:00 AM.
View screen.

Day View first time

Enter the time to be usedor the last time slot in the Day

. 06:00 PM.
View screen.

Day View last time

Check thischeck boxto enable the Time Spent Only field
in the Time Entry dialog box when an employee opens it
from the Timesheet View screen.

Time spent only on

Timesheet View Uncheck thischeck boxto disable theTime Spent
Only field in the Time Entry dialog box when an
employee opens it from theTimesheet Vie w screen.
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Note: If you check this check box, th&tart time
and Stop time fields in the Time Entry dialog box
will be hidden when opened from theTimesheet
View screen.

Select the format to be used for th@ime spent field in
the Time Entry dialog box, from this dropdown list. The
drop-down list contains two value® "Decimal” and

. "Hours/minutes". .
Time spent format Hours/minutes.

If you select "Decimal”, the time will have to be entered a
a decimal value. Eg: If you've spent two and a half hours,
you would have D enter it as 2.5, instead of 2:30.

Use this checkbox to specifyvhat totals should be
displayed inthe Task Totals and Sheet Total on your
Timesheet.

If you uncheck this checkbox, the Task Totalsrad Sheet
Total on your Timesheetwill display the totals for only

the period that you are currently viewing  in your
Timesheet. For example, if you have set up your
timesheet to display a week at a time, the Task Totals an

heet Total willdisplay th for th k.
S ey e Sheet Total willdisplay the total for the wee

R ting Period .
eporting Ferio If you check this checkbox, the Task Totals and Sheet

Total will display the total for your Reporting Period
irrespective of the period that you are currently viewing ir
your TimesheetFor example, if your Reporting Period is ¢
month, the Task Totals and Sheet Total willlisplay the
total for the month, evenif you have set up your
timesheet to display a week at a time.

SeeManaging Time and Expense Detaifsr more
information about Timesheets.

Click theSavebutton to save any changes you make to
the page Click theSave as Defaultbutton if wish to make
these settings the default sttings for all users.

NOTE If you move to some other page before
The Saveand Save as clicking the Savebutton, the changes you have
Default button s made will be discarded. Therefore, remember to
always click theSavebutton before you move
away from the page.

TIP: If you do not want to save your changes,
move to some other pagevithout clicking the
Savebutton.

/AEAEEAA AEI AGEAAGO )1 OOAbY At A0 63 5P0A0B.0L 6 OEARt Software, LLC


http://www.officetimesheets.com/helpsystem/Managing%20Timesheets,%20Expenses%20and%20Task%20Entries.htm

Setting Company Information

Use the Company Info command from the Options ribbon group within the System Configuration tab to enter
the name, web address and contadletails of your organization. The information that you specify here will
appear on your reports and invoices.

To set or change the Company Information:

1. Click onCompany Info in the System Configuration tab.
2. Enter the name, web address, contact and addse details of your organization.
3. Select and Upload your company logo (image cannot be larger than 250 x 55 pixels).
4. Click theSavebutton to save the changes you have made on the screen.
‘\ -y
- View Sheets Impaort | Export Reports Process Management System Configuration Account Administration
@ Company Info a‘,l User Accounts
E‘ﬁl ﬂ E-mail Account |@ @, %) Security Policies
Time Entry Options & Auditing Options Change Password = Password Options
Options Regional Options User Accounts
Company Information
—— Company name —— Web address
—— Contact details —— Address details
Title  Mr -
First
Middle Street
Last
Suffix - City
Phane State / Province
Fax Zip | Postal code
E-mail Country / Region
—— Company Logo
Browse_ Upload

Clear ” Reset ” Save

The following table describes the various items found on the Cqmany Info page

ltem How to use the ltem DeianitValue
(if any)

Company name Enter the name of your organization.

Web address Enter the web address of your organization.
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ltem How to use the Item Default Value
(if any)

Contact Details

Title

First

Middle

Last

Suffix

Phone
Fax
E-mail

Address Details

Street

City
State / Province
Zip / Postal Code

Country / Region

Company Logo

The Clear button

Enter the contact details ofa person in charge of Accounts
Recevables.

Note: The items in theContact Details panel are
all optional. It is not necessary to provide contact
details. However, if youdo provide these details,
they will appear on your invoices along with your
company name and address.

Seled the title of the person, such as Mr., Ms., Miss etc.,
from the drop-down list.

Enter the first name of the contact person.

Enter the middle name or middle initials of the contact
person.

Enter the last name or surname of the conta person.

Select the suffix for the name, such as Jr., Sr., |, Il etc. fro
the drop-down list.

TIP: If the suffix you want to use is not in the drop
down list, add the suffix to the last name, and do
not select anything from the suffix dropdown list.

Enter the telephone number of your organization.

Enter the fax number of your organization.

Enter the your organization's email address.

Enter your organization's postal address.

Enter your organization's street address. While typing the
address, press théenter key if you need to use more than
one line.

Enter the name of the city.

Enter the name of the state or province.

Enter the zip or postalcode of your organization.

Enter the country or region.

Customize your Timesheet interface by uploading your
company logo. The logo image can be no larger than 250

55 pixels.

Click theClear button to delete all the values from the
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Default Value

Item How to use the Item

(if any)
fields on the page.

Click theReset button to undo your changes and restore
The Reset button the values entered in the fields back to what they were
when you last saved the page.

Click theSavebutton to save any changes you make to th
page.
NOTE If you move to some other page before
clicking the Savebutton, the changes you have
made will be discarded. Therefore, remember to
always click theSavebutton before you move
away from the page.

The Save button

TIP: If you do not want to save your changes, moy
to some other pagewithout clicking the Save
button.

Customizing the Office Timesheets interface with your company logo

When you upload your company logo from within the Company Info form the logo willppear to all users in
top left portion of the Office Timesheets interface.

@M“ Sign Out = .
are
View Sheets Impaort / Export Reports Process Management System Configuration Account Admini
T] Day (L8 AddTask&Entry | |8 AddTasks
2 : Time Clock ' (E') Timer On ﬁ- Add Task From Template
eshest Templates _r' Criteria Add 'I.;|;11e Entry Clil.l Timer Off $ Re-generate Tasks
< Delete Time Entry || &5 Edit Task
| Time Entry | Tasl
Timesheet View
Aston C. Tara T || w DEnZzonT jﬁ i Mon Tue Wed
08 Aug 07 Aug 08 Aug
Client Project Event Activity
Maternity Leave | |
Medical Leave
Persanal Time
Sick Leave
Wacation
Addizon Labs, Inc. AccountStar Business Analysis H 4:00 2:00 2:00
Addizon Labs, Inc. AccountStar Development Feature Coding 4:00 6:00
Addizon Labs, Inc. AccountStar Development Feature Testing 4:00 H1:00
Addizon Labs, Inc. Greenlite Help Desk
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Configuring E -mail Settings

Office Timesheets can send notifation e-mails to employees and managerdn order to be able to send these
e-mails, Office Timesheets needs to coewt to your email server.

Click onthe E-mail Account icon in the Options ribbon group within the System Configuration tab to
specify the settings of the email account that Office Timesheets should use when sending the notification e
mails.

TIP: If you want Office Timesheets to send emails in the name of "Office Timesheets Administration”, for
example, you will first have to create an account with that name on yourmail server and then fill in the
details of that account on this page. Alternatively, ifgu want to send the emails in the name of one of your
existing employees, then there is no need to create a separate account. Just enter the details of that
employee's email account on this page.

To specify or change the Enail Account settings:

1. dick the E-mail Account iconin the System Configuration tab.
2. Enter your e-mail account connection details
3. Click theTest Settings button to test the settings and ensure that the account has been set up

properly.
4. Click theSavebutton to save the changes you hee made in this screen.

@ Sign Out =
" View Sheets Import { Export Reporis Process Managen

@ Company Info

RO Y =" E-mail Account .@ ‘&};

Time Entry Options ﬁ Auditing Dp:tiuns Change Password

Options Regional Options U=«

E-mail Configuration

From admin@officetimeshests.(
Senver mail.officetimesheets.com
Port 25

Login lin@officetimesheets.com

Password esssssss
UsessL [

Test Settings ][ Clear ” Reset H Save

The following table describes the various items found on the-Ehail Configuration page:

ltem How to use the Item DeianitValue
(if any)
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ltem How to use the Item Default Value
(if any)

%l OAO OEA 1T AIi Ah OOAE AO O/
' Al ET E OGnatsiddd abpeatE T OEAI 60 &4t

From the email alerts and notificationssent to the employees.
The name that you specify here will appear as the sender
name in the emails sent byDffice Timesheets.

Server Enter the name of your outgoing mail (SMTP) server.

Enter the TCP port number to be used for sending the

emails. Most servers use port 25 for sending-mails. 23

Port

. Enter the login name thatOffice Timesheets should use

Login . .
to connect to the outgoing mail server.

Enter the password that Office Timesheets should use to

Password . .
connect to the outgoing mail server.
Click theTest Settings button to check whetherOffice
Timesheets can connect to your outgoing mail server.
Office Timesheets will try to connect to your outgoing
mail server and hen display a message informing you

The Test Settings button about the success or failure of the test.

If the test fails, it means that you have made some mistak
while entering the data into the above fields. Correct the
error(s) and test the settings again.

Cick the Clear button to delete all the values from the
The Clear button fields on the page and restore the default value for the
Port field.

Click theReset button to undo your changes and restore
The Reset button the values entered in the fields back to what they were
when you last saved the page.

Click the Savebutton to save any changes you make to th
page.
NOTE If you move to some other page before
clicking the Savebutton, the changes you have
made will be discarded. Therefore, remember to
always click theSavebutton before you move
away from the page.

The Save button

TIP: If you do not want to save your changes, moy
to some other pagewithout clicking the Save
button.

Check this box if your mail server requires an encrypted

Use SSL SSL connectia.
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Setting Auditing Options

Office Timesheets has a facility of database auditing. If Auditing is enabled, Office Timesheets can track all the
changes made to its database by users.

According to DCAA (Defense Contract Auditinggency), SOX (Sarbannes @k), FMLA (Family Medical Leave
Act), and other government regulatory and/or legal compliance guidelines, standards and/or procedures,
organizations that track time? particularly those organizations under government contract such as defense
contractors? are required to maintain an audittrail of the changes made to an employee's timesheeh(s,
Office Timesheets' Auditingfeature has beerdesigned for such purposes.

The most common regulatory guidelines in this area are those set forth by the United Staf@sfense Contract
I OAEO ' CATAU js$#11 g8 (AOA AOA OEA 3$#!1 180 DPOEI AOU OANOE

9 According to the DCAA requirements only the employee can log his/her labor. Thus, we track data
entry by login name.

1 An Audit trail report has to be prepased that includes the complete history of the changes made to a
OOA0O80 OEIi AGEAAO AZEOAO ETEOEAI OOAI EOOEIT 8 $AOAEI O
affected, field affected, date affected, initial value, changed value, and change comments. Weis,
have put a verifiable audit trail process in place that collects all initial entries and subsequent
changes.

When the Auditing feature is enabled, Office Timesheets will track complete add/edit/delete history for

AT OOEAO ET AT 1 Ogdhéekdataadel 1 60 / AFEAA 4EI

Note: By default, the Auditing feature is not enabled because auditing typically puts a higher workload on

| FEFEAA 4Ei AOEAAOOS AAOAAAOA AO EO EAO O o001 1 01 OEPI A
the performance of he database.

To set or change Auditing Options:

1. Click theAuditing iconin the System Configuration tab.
2. Select the required options to enhle, disable or clear auditing.
3. Click theSavebutton to save the changes you have made on this screen.

/ )‘- Sign Out =
View Sheets Import/ Export Reporis Process Management System
@ Company Info :‘f User AccoL
VB =" E-mail Account Q 9 (2) Security Po
- R - L. ] !
Time Entry Options | 2d Auditing Options Change Password = Password (
Opticns Regional Options User Accounts
Auditing
Enable Auditing Clear Auditing
Enable Auditing Clear Auditing

@ Disable Auditing

Clear || Reset || Save
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The following table describes the various items found on the Auditing Options screen

ltem How to use the Item Default Value
(if any)

Enable Auditing Click on the radio buttons to enable or disable auditing. A?JZ?{ES
Select this radio buttan to enable or start auditing. Once

you enable auditing,Office Timesheetswill keep track of

all changes made to the timesheets, until you disable

auditing.

Enable Auditing

Disable Auditing  Select this radio button to disable or stop auditing.

Check tre check box, and select or entex datein
Clear Auditing the Clear Auditing through date field,to clear all auditing
tracks upto the selected date.

Check this check box to clear all auditing tracks upto a

specified date. Unchecked

Clear Auditing

Enter a date or select a datasing theDate Pickerbutton (
— |

wn ] o - 5 ol
£=0). Office Timesheetswill delete all auditing records up A date that is

to this date. 30 days
Clear Auditing throu gh before the
Note: Audit Start , Audit Stop , andAudit Clear current date

entries are never removed from the auditing
database, even when you ebr the Audit tracks.

Click theClear button to delete all the values from the
The Clear button fields on the page, and reset them back to their default
values.

Click theReset button to undo your changes and restore
The Reset button the options back to what they were when youast saved
the page.

Click the Savebutton to save any changes you make to th
page.
NOTE If you move to some other page before
clicking the Savebutton, the changes you have
made will be discarded. Therefore, remember to
The Save button always click theSavebutton before you move
away from the page.

TIP: If you do not want to save your changes, moy
to some other pagewithout clicking the Save
button.

Implementat ion of Auditing in Office Timesheets

Office Timesheets uses a special auditing database to keep track of timesheet entries. If Auditing is enabled,
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whenever users add, edit or delete entries in the timesheet, Office Timesheets creates a copy of that eintry
the auditing database. This copy is called an audit entry and is an identical copy of the original entry. Each
audit entry also contains an audit status. The audit status describes the type of change the users make to an
entry. For example, Office Timgheets assigns a status of Audit Create for all new audit entries.

There are six audit statuses that Office Timesheets can assign to an audit entry. The six audit statuses are
described in the following table:

Audit Status What it means When it is used

Indicates the start of audit When the systems administrator enables auditingQffice

Audit Start : Timesheetscreates an audit entry with an audit status of
tracking. .
Audit Start .
Audit Sto Indicates the end of audit When the systems administratordisables auditing, an
P tracking. audit entry is created with an audit status ofAudit Stop .

When the systems administrator clears the auditing track,
all audit entries upto theClear Auditing through date
Marks the time when the audit (except for Audit Start , Audit Stop and Audit Clear
track is cleared. entries) are deleted from the auditing database, and an
audit entry is created in the auditing database with an
audit status of Audit Clear .

Audit Clear

; : Whenever auser creates a new entry in the timesheet,
. Indicates the creation of a new ) : X
Audit Create Office Timesheetxreates a copy of the entry and assigns
entry. . . ;
it an audit status ofAudit Create .

. Whenever a user modifies an existing entry in the
Indicates a change to an entry

Audit Change . ) timesheet, Office Timesheetsreates a copy of the change
in the timesheet. . : . !
entry and assigns it an audit statusf Audit Change.
Indicates that an entry has Whenever a user deletes an entry from the timesheet,
Audit Delete  been deleted from the Office Timesheetsopies the entry to the audit database
timesheet. and assigns it an audistatus of Audit Delete .

Viewing and Printing Auditing Reports

You can view and/or print Auditing reports by using the auit report templates within the Office Timesheets
Detail Reports list. SeeDetail Reports for further information.
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SignOut =

7y

—- View Sheets Impoart / Export Reports Process Management
Ea 'ILE‘S?
i
New Detail Reports

Summary Report Detail Report
Detail Report List

—— Repor list

Ifthis is your first time using Detail Reports you will need to add the pre-
defined detail report templates to your Office Timesheets Detail Report
List To do this, click the “Add Defaults™ button below; select all check
boxes in the “Add Default Reports™ dialog box; and click QK.

Category | Auditing [=]

Audit StopdStart Add Defaults
Expensze Entry Audit

Time Spent Audit Rename

Timesheet Audit Report
Delete

un
Load

Copy
Add Report

Jididl]

Changing Regional Settings

Different countries use different languages and different formats for displaying date, time and currency
figures. Office Timesheets allows you to change the display of date, time andreacy fgures so that it

matches with your regional settings. You can also change the language used for the prompts and messages
that are displayed by Office Timesheets.

Note: These settings can be applied to individual users, teams and/or groups of emplageand enforced
through Office Timesheets Security Policies.

To change the Regional Settings:

Click Options iconin the Regional Options ribbon group from the System Configuration tab.
From the drop-down lists, select the date, time and currency format tit you would like to use.
Select danguage from the Language dromlown list.

Finally, click Saveto save your settings.

A e
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@ Sign Out =
. View Sheets Import / Export Reports

Process Management System (
g Company Info ,&‘/ User Accou
§:3 =" E-mail Account .@ @, /%) Security Pol
5 - » b
Time Entry Options ﬂ Auditing Options Change Password Password C
Options Regional Options User Accounts

Regional Options

~—— International/Regional Suppot ———— —— Language
Date Display MM/ddhyyyy [« ] | Language |Engish (US)[+]
Time Display hh:mm tt [ |
Currency / Time Interval Display E|
Currency Symbol s [+]
Positive Currency Format 51.1 []
Megative Currency Format 51.1) E|
[ Copy l [ Save as Default l [ Save l

The following table provides more details about the components of the Regional Options screen

ltem How to use the Item Default Val ue
(if any)

From the drop-down list, select how you would like dates

DelE Diesley to be displayed inOffice Timesheets

MM/dd/yyyy

From the drop-down list, select how you would like time
data to be displayed inOffice TimesheetsThe Time
Display drop-down list contains the following value®

Time Display Value... What it does... e
Displays time values in a 1zhour format. (Eg:
3:15 PM)

Displays time values in a 24our format. (Eg:
15:15)

hh:mm tt

HH:mm

From the drop-down list, select how you would like
Currency /Time Interval currency amounts/ time intervals to be displayed in decimal point
Display Office Timesheets You can specify whether to use a )
comma (,) or a decimal point (.)

Select the language you would like to use with Office

Language Timesheetsfrom the drop-down list.

English (US)

Click the Copy button to copy the currentRegional Option
settingsand assign them taall the other users, or any one
particular user.

The Copy button
Note: Only an administrator can assign the
regional option settings to other users.

The Save as Default button Click the Save as Defaultbutton to save the settings as
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ltem How to use the Item Default Val ue
(if any)

the default settings forOffice Timesheets These settings
will then be set for all the users oDffice Timesheetsvho
have not already saved their own settings

Note: Only an administrator cansave the settings
as the default settings.

Click the Savebutton to save the settings for you (the
currently logged in user) alone Office Timesheetwill use
these settings whenever you are logged in. For other
users,Office Timesheetawill use the default formats to
display date, time and currency values (unless any user
has specifically changed his/her regional options)if you
wish for your current settings to be the default settings for
all other users click he Save as Defaultbutton.
The Saveand Save as Default NOTE If you move to some other page before
button s clicking the Savebutton or the Save as Default
button, the changes you have made will be
discarded. Therefore, remember to always click
one of these two buttons before you move away
from the page.

TIP: If you do not want to save your changes, moy
to some other pagewithout clicking the Save
button or the Save as Defaultbutton.

Assigning Regional Options Settings to Other Users

Normally, a user can change the Regionap@ons settings to suit his/her requirements. However, if a user
has not been given access to the Regional Options Settings screenQffeee Timesheetsaadministrator can
assign the settings for that user by using th€opy button in the Regional Options sreen. The systems
administrator can also use theCopy button to assign the current Regional Option settings to all the users.

To assign the Regional Option settings to other users:

1. Click on theOptions iconin the System Configuration tab.
2. Select the regired values from the date, time, currency display and language dregown lists.
3. Click theCopy button.

The Copy preferences dialog box will appear on your screen.
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Copy preferences X

-

Actions

Options

Employees

A -

[C] Replace preferences

4. By default the system willassign the settings to allusers. However, to assignhe settings to a

particular employee or an employee groupclick theE] button.

Select element X

0K Cancel
Actions
Group

A ]

Names

(A ~
Anderson A Brian m
Anderson A. Lioyd

Anderson L. Thomas

Aston C. Tara E
Brown H. Alan

Canon C Cedrik

Clark K. Lauren -
Cooper C. James

Costa E. Matthew

Fabiano H. Ryan

Freeman A Kelly

Garcia R James

Jessup S. Richard

Kaplan S. Lindsay { 1

stas

5. Select the user's name from the Names list in the Select element dialog box and click@ebutton to
return to the Copy preferences dialog box.
6. Inthe Copy preferences dialodpox, hheck Replace preferences; and clickOK.

Note: If Replace preferences is unchecked, Office Timesheets will assign the new settings only if the
user has not already set his/her own Regional Option settings.

However, ifReplace preferences is checked, Offic&imesheets will assign the new settings to the user,
regardless of the user's previouRRegional Optiors settings. The new settings will override and replace
the user's existing Regnal Option settings (if any).
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Setting Up User Accounts

All organizations using Office Timesheets must assign a User Account to each employee that will access the
Office Timesheets application. The total number of user accounts allowed by Office Timesheets License
Activation Manager will depend upon how many User Account licenséhave been purchased from Lookout
Software. For example, if an organization purchases 50 licenses from koot Software, the organizationwill
get a license code for Office Timesheets that will allow 50 User Account assignments.

Understanding User Account s

An Office Timesheets login casists of two required elementsithe Employee's name and a Security Policy. An
Office Timesheets administrator manually populates the Office Timesheets database with employee names or
imports employee data from another appl¢ation or from Active Directory.

When creating a User Account for an employee, the system administrator must assign a Security Polid¢o
User Account. By default, Office Timesheets provides three default Security Policie&dministrator, Manager
and Emgoyee. Each Security Policy provides an employee withcallection of access rights to the various
areas of Office Timesheets.

Note: As aadministrator, you can use the starter Security Policies as they are, edit them to suit your
requirements or createentirely new Security Policies from scratch.

The administrator uses the User Accounts screen to add and maintain User Accounts in Office Timesheets.
The User Accounts screen provides values that allow the system administrator to quickly view:

1 The total numbe of User Accounts licenses purchased
I The total number of User Accounts assigned or in use; and
I The total number of User Accounts availablgot currently in use).

View Sheets Import/ Export Reports Process Management System Configuration

© Company nfo - /7 User Accounts

> =*] E-mail Account ¥ o ) Securty Poicies

Time Entry Option: . ption: Change Passwor =
oy ® & Audting Dptose g Ty Password Options

Options Regional Options User Accounts

User Accounts

License and user statistic
Total User accounts licenses: 28
Total User accounts assigned: 12
Total User accounts available: 16

The main component of the User Accounts screen is a list box containing a list of bé turrently defined user
accounts. For each user account, the list box displays the account name as well as the name of the Security
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Policy that has been applied to the user account. The following table describes the rest of the User Accounts
screen:

Default Value

Item How to use the Item

(if any)

This panel displays the total number of User Accounts
License and user statistic licenses purchased, the total number of accounts assigne
or in use and the total number of accounts available.

Qick the Add button to add a new user account.

When you add a User Account, the Total number of User
Accounts assigned will increase by one and the Total

number of User Accounts available will decrease by one.
The Add button

Note: Office Timesheetswill not allow you to add a
User Account if the number of User Accounts
assigned is equal to the maximum number of Use
Account licenses that you have purchased.

The Open button Select a user name from th&lser Account list and click
P the Open button to view/edit the det ails ofa user account.
Select a user name from th&ser Account list and click

lihe Delete button the Delete button to delete a user account.

Viewing or Changing User Account details

To view or change the details of a User Account:
1. Click onthe User Accounts iconin the System Configuration tab.

The User Accounts screen will be displayed.

L
ViewSheets  impod/Expot  Reports  Process Management | System Configuration

0 Company hto

v =] E.mai Account 0

Time Entry Options 10 ) pno
Optioos. Regonal Optons.
User Accounts

.
s :

License and user statistic
Total User accounts licenses: 28
Total User accounts assigned: 12
Total User accounts available: 16

2. Select a user name and click th®pen button.
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The details of the selected user will be displayed in the User Account dialog box.

User Account b4

H Save & New

m J 7< Delete E]

Save & Cloze x P Add Employee
Actions
Employee Spikes T. Jacob
Security Policy |Empluyee [v]

Change Password []
Password

Confirm Passwaord

3. Make anydesired changedo the User Accountand do one of the following:

Click theAdd Employee button Add a new employee record into the system.

Click theDelete button Delete the User Account.
Click theSave & Newbutton Save this User Account and start creatingreew User Account.
Click theSave & Closebutton Save this User Account and return to thElser Accounts screen.

Click theCancel button or the

Closebutton on the top right To return to the User Accounts screen without saving the new
corner of the User Account dialog User Account.
box

2AO0A00ET ¢ A 50A080 0AOOxI OA

In case a user forgets his/her password, the Systems Administrator can reset the user's password and assign
a new password to the user.

Note: As a Systems Administrator, you need to use thiggcedure for resetting the password only when a

user has lost or forgotten his/her password. At other times, you can allow users to directly change their
passwords, by allowing access to the Change Password command / function of the System Configuratibn ta
To allow users to change their passwords, you would need to provide this access in the Security Policy
assigned to the user. (See Making Changes to a Security Policy and Changing your Login Password for more
information.)

To reset a user's password:
1. Click onUser Accounts icon in the System Configuration tab.

The User Accounts screen will be displayed.
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Dt View Sheets Import/Expot  Reports Process System Ci
© Company info | @22 User Accounts |
% | =*) E-mat Account Q & ) Securty Poicies
Y 2
Time Entry Options & Audting Options Change Password o3 Password Options
Options Regional Options User Accounts
User Accounts
Account Name Securty Polcy
Anderson A Brian Administrator Open
Anderson L. Thomas Employee
Aston C. Tara Manager
Cooper C. James Employee
Freeman A Kelly Manager
Kaplan S. Lindsay Manager
McGregor D. Jena Employee
Miller M. James System Admin
sa Administrator
Shawn J. Christopher Sample
Spikes T. Jacob Employee
Wellman O. Dan System Admin
License and user statistic
Total User accounts licenses: 28
Total User accounts assigned: 12
Total User accounts available: 16

2. Select a user name and click th®pen button.

The details of the selected user will be displayed in the User Account dialog box.

User Account X

H Save & New

b X oo P

Save & Close x e Add Employee
Actions

Employee Spikes T. Jacob ()
Security Policy | Employee v]
Change Password []

Password

Confirm Password

3. Check theChange Pasword check box to activate the Password and Confirm Password text boxes.

Note: Office Timesheets will not allow you to type anything in the Password and Confirm Password text
boxes, unless you first check the Change Password check box.

Type a new passwordor the user, in thePassword field.

Retype the passwordin the Confirm Password field.

Click theSave & Closebutton to save the changes and retm to the User Accounts screen.
Inform the user about the new password. The user should now be able to lagusing the new
password.

No ok

$A1 AGET ¢ A 50A060 ! AAT O1 0O
To delete a User Account:

1. Click onthe User Accounts iconin the System Configuration tab.

The User Accounts screen will be displayed.
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View Sheets s Reports System Configuraon

0 Corpasy nto G0 User hccounts

D et || P S
< B | P e e
- —— S onrien

User Accounts

License and user statistic
Total User accounts licenses: 28

Total User accounts assigned 12
Total User accounts available: 16

2. Select a user name and click thBelete button.

Account Name Securty Poicy

Anderson A Brian Administrator

Anderson L. Thomas Employee =
Aston C. Tara Manager Microsoft Internet Explorer
Cooper C. James Employee

Freeman A Kelly Manager \?/ Are you sure you wish to delete the following item/s?

Kaplan S. Lindsay Manager

McGregor D. Jena Employee E

Miller M. James System Admin

sa Administrator

Shawn J. Christopher Sample

Spikes T. Jacob Employee

Wellman O. Dan System Admin

3. ClickOKtodeleOA OEA OOAO0G60O

AAAT O1 O8
OR
Click Cancelif you do not wish to delete the account.

When you delete a User Account, theotal User Accounts assigned will decrease by one andhe Total
accounts available will increase by one.

Changing your Password

Note: To be able to change your password, you need to have access to the Change Password command /

function of the System Configuration tab. If you do not have access to the Change Password command, ask

your administrator to assign a new password for you. Thadministrator can reset your password and assign

a new password using theJser Accounts AEAT 1T ¢ Al @8 j 3AA 2A0A00ET ¢ A 50A080

To change your password:
1. Click onChange Passwordin the System Configuration tab.

The Change Password screeiil be displayed.
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View Sheets

o

Time Entry Options g
Options

Change Password

Current password
New password:

Confirm new password.

*| E-mail Account

Import/ Export Reports Process Management System Configuration

Company info . &7 User Accounts

~ & 5 secw

Change Password

Options
Audtng

Regional Optens User Accounts
sssssseee
SRsssssnsenn

Type your current password in theCurrent password field.
Type your new passvord in the New password field.

Retype your new password in theConfirm new password field.
Click the Savebutton to change your password.

a kv

NOTE If you moveto some other page before clicking the Save button, the changes you have made will
be discarded. Therefore, remember to always click the Save button before you move away from the page.

TIP: If you do not want to save your changes, move to some other pagéheut clicking the Savebutton.

Controlling Access with Security Policies

You can limit or control access to the various features of Office Timesheets by using Security Policies. Security
Policies determine what an Office Timesheets user can see and/oo @ithin the Office Timesheets
application.

Understanding Security Policies

Security Policies within Office Timesheets are a collection/grouping of security rights, which are assigned to
one or more Office Timesheets users. Security Policies determine vitean Office Timesheets user can see
and/or do within the Office Timesheets application.

Note: Office Timesheets will allow the creation of an unlimited number of Security Policies, but a user can
only be assigned one Security Policy.

By default, Office Tinesheets provides three default Security Policies Administrator, Manager and
Employee. Each Security Policy provides an employee with a different level of security or access rights to the
various areas of Office Timesheets.

Note: As anadministrator, you can use the starter Security Policies as they are, edit them to suit your
requirements or create new Security Policies from scratch.

The Security Policies screen lists all the Security Policies that currently exist in the Office Timesheets
database. From thé screen, an Office Timesheets administrator can create new Security Policies, and edit or
delete existing Security Policies.

You can create a new Security Policy or make changes to an existing policy using the Security Policies dialog
box (which is accestble when you click the Add or Open button in the Security Policies screen).
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Administrators can use Security Policies to control end users' access to every aspect of Office Timesheets.
Thus, administrators can determine precisely how Office Timesheets apges to the end ugr. With Security
Policiesyou can:

Control timesheet View Criteria.

Control access to the tabs that a usean access

Control access to the Ribbon Groups within a tab that a usean access

Control access to the Commands or Functiongthin a Ribbon Group.

Specify the startup view for a user or group of users.

Specify the items that a user or group of users can add, edit or delete.

Control access to taskelated activities.

Control access to entryrelated activities.

Specify wheher a user or group of users can make use of locks or override locks.
Enforce the time entry options in the Timesheet View for a user or group of users.
Enforce the regional and language options in the Timesheet View for a user or group of users.

= =4 =4 4 -4 -4 4 -4 -4 -4 -4

TIP: Time entry options and regional and language options can either be set by individual users (if they are

given access to the relevant areas of the System Configuration tab), or can be enforced via the Security Policy

assigned to the user.

When these options & enforced via the Security Policy assigned to a user, he/she will no longer be able to

change the settings (even if the user has access to the System Configuration tab). As long as the settings are

enforced via the Security Policy, the options that haveeen enforced will appear disabled or grayed out in
System Configuration tab.

Click on theSecurity Policiesicon in the System Configuration talto manage your security policies.

\ View Sheets Import/ Export Reports Process Management System Configuration

S © Company info 27 User Accounts
W & \="| E-mail Account Q QS} ) Security Policies

Time Entry Options B Avdting Options Change Password o o Options

Options Regional Options User Accounts
Security Policies

| Accounting/Finance Representative | Add

| Administrator

Engioyee

|HR Representative

| Manager

| Sample Delete

System Admin

The main component of the Security Policies screen is a list box contaigia list of all the currently defined
Security Policies. The following table describes the rest of the Security Policies screen:

The Add button Click the Add button to add a new Security Policy.

Select a Security Policy from th&ecurity Policies list and

117 (O1PE (£ click the Open button to view/edit the details of a Security
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Policy.

Select a Security Policy from th&ecurity Policies list and
click the Delete button to deletea Sedarity Policy.

The Delete button Note: Office Timesheets will not allow you to
delete a Security Policy that is in use. You can on
delete a Security Policy if it has not been applied 1
any user account.

Using Security Policies

Security Policies within Office Tinesheets are a collection/grouping of security rights, which are assigned to
one or more Office Timesheets users. Security Policies determine what an Office Timesheets user can see
and/or do within the Office Timesheets application.

Note: Though Office Timasheets allows the creation of an unlimited number of Security Policies, at any given
time, you can assign only one Security Policy toparticular user.

Since Security Policies determine what an Office Timesheets user can see and/or do within the Office

Ti AOEAAOO ApPbPi EAAOEI T h OEAU DPOI OEAA A Ai 1 OAT EAJ-O xAU
ET T x6 AAOEO8 &I O AGAIl bl AmostioflOfic@ TikdéskebtdahsAriduncions T 1 O 1T AAA
However, a manager may need a different level oteess as compared to an employee. Managers may need

access to the report creation and process management areas of Office Timeshdaisnot the System

Configuration tab.

Once you have determined what a user needs to see and/or do within Office Timeshegta) can create
separate policies for different types of users, or different groups afsers.

You can then assign the policies to the users (or groups) using the User Accauialog box. (See Adding a
New User Account for more details.)

Creating a New Searity Policy

Security Policies within Office Timesheets are a collection/grouping of security rights, which are assigned to
one or more Office Timesheets users. Security Policies determine what an Office Timesheets user can see
and/or do within the Office Timesheets application.

Office Timesheets includeshree default Security Policies Administrator, Manager, and Employee. You can
use these starter Security Policies as they are, edit them to suit your requirements or create new Security
Policies from scrdch.

To create a new Security Policy:

1. Click on Security Policies in the System Configuration tab.
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The Security Policies screen will be displayed.

h View Sheets Import/Expot  Reports Process Management | 'System Canﬁgurauon' L]

e © company info - @7 User Accounts
% | =" E-mail Account | (&) Securty Poicies |
Time Entry Options & Auvdting Options Change Password m ~
Options Regional Options User Accounts

A ing/Finance Add
Administrator ‘—]
Employee Open
HR Representative

Mana
Sample

System Admin

2. Click the Add button.

The Security Policies dialog box will appear.

Security Policies x

. b saveanew || F checkau _ - (o) Locks
gél X cancel I uncheck A %l r @" z ‘4| Time Entry Options

Save & Close Policy View Interface Element=s Tasks Entries Q Regional & Language
Actions Selection Area
—— MName
| Employee
——— Groups

Use groups

Delete

3. Inthe Name box, type a name for #hpolicy.

4. Check the Use Group check box if you wiato create a security policy for one or more employees that
will have group rights to a specified group. This is used when an employee is in more than one group; and
any group rights the employee has Wl only be applied to the groups in which you specify here.

In the Groupspanel, you can do the following:
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1 Click the Add button, to add groups to the security policy definition.
1 Select a group from the list and click the Delete button, to remove the grodrom the security
policy definition.

Selecting View Criteri@ptions

5. Click on the View buttonto specify the View Criteria settings for users assigned to your security

profile.
Security Policies x
] _ [
l% Save & New "“_E Check All _Iﬂi g . % = s g Locks
-  cancel ’_D Uncheck Al \.ii[? i e hod J 2/ Time Entry Options
Save & Close Policy View Interface Elements Tasks Entries. @ Regional & Language
Actions Selection Area
MName
Employee
Criteria
Task elements Task Status Fields i
Client LA D Complete Unchecked
Project A1 (] Billable ore
Event {AI D On Hold Unchecked
Activity {AIG D Cancelled Unchecked
Order Dates
Level Sort Show [[Juse dates 2
Employee/Template Ascending ~ [ From
To
Client Ascendin v
e Filter  Show current -
Project Ascending
Event Ascending Show
Activity Ascending S Names M
Days count 7T -
Always starttimesheet on Monday - i

OEAT U1 06811
OAOEAAA AOA/
OEA 6EAx #¢

Note: If you do not want users to change View Criteria settings on theieti AOEAA O
O1 AEAAE OEA O#OEOAOEASd AEAAEAI @ ET OEA
| A

0
) 1
EAU xEIl 110 EAOA OEA T1POETT OI I CA

p2
m

Selecting the Iterface Options

6. Click on the Interface button to specify which tabs and commands/functions should be shown and
which screen should be used as the Staup view.
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Security Policies

H Save & New
 cancel

Check All

=)
Uncheck All |

1_-’_53

Policy

M
: I
Save & Close

Actions Selection

MName

Employee
Interface

Theme Blus -

Yes Startup View
System Configuration
Options
Time Entry Options
Company Info
E-mail Account
Auditing
Regional & Language Options
User Accounts

i LoCks
>2: Time Entry Options

=

Entries

gEER Y
Wiew Interface Elements Tasks '@ Regional & Language

Area

m

Yes Start-up View
Reports

Print
Report Options

Recalculate

View Criteria
Summary Report

New

Save The Current Template

Display Templates
Detail Report

Change Password

User Accounts

Security Policies

Password Options
Activate and About/Updates

(a) Configuring Access

This screen has different panels that represent thearious tabs of theOffice Timesheets
application. Depending upon the areas that you want to provide access to, check the relevant
check boxes in the various panels.

TIP: Click the Check All button to check all the check boxes. Similarly, click the Uncheck All
button to clear all the check boxes.

TIP: Sometimes you may need to check most of the items, but keep only a few unchecked. A
quick way to do this is to click the Check All button (to check all the items) and then individually
Ol AEAAE OEA EOAI O UT O AI180 xAT O OAI AAOAAS
NOTE: Within each panel, there is a hierarchy of levels that corresponds to the tabs (bold items),
ribbon groups (1st level of indented items) and command/functions (2nd level of indented
items) of the Office Timesheets application. When you check or uncheak option in a panel,
other related check boxes will also get checked or unchecked automatically.

For example, if you check the Change Password item, the system will automatically check the
User Accounts and System Configuration items as well (since yoead access to the System
Configuration tab and the User Accounts ribbon group, in order to get access to the Change
Password command/function).

(b) Specifying which Screen should be shown by default at Start -up

Click on one of the radio buttons in the Starup View column, to specify which screen should
initially be shown when the user logs in.

Note: In the case of the check boxes, you can select check boxes from as many of the panels as

required. However, you can select only one radio button in the Starp View column, from all of
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the panels collectively. The button you select will determine the default opening screen that will
be displayed when the user logs in.

Note, however, that you have to provide access to the item you select in the Stapt View
column. In other words, you have to also check the item that you want to use for the default
opening screen. When you try to save a policy where you have selected an item in the Stgurt
View column but have not checked the corresponding check box for the iite(in the Yes column),
Office Timesheets will display the following error message:

[ Microsoft Internet Explorer ﬁ

! ': You cannot set Start-up View option for unauthosized pages.
.

Providing access to Elememelated Functions

7. Click the Elements button to view the Elements panel.

Security Policies x

5 saveanew | Fgi checkan

- _ i Locks
a = o Z ] ™
x Cancel ’T:‘ Uncheck All ‘_ﬁl? -( @“’ ﬂ ﬂl ‘z¢f Time Entry Options

Save & Close Policy View Interface Elements Tazks Entries.

Q Regional & Language
Actions Selection Area )
Name
Employee

Elements
Yes Mone Self Group All
Add Employees
Edit Employees
Delete Employees
Add Templates
Edit Templates
Delete Templates
View/Modify Employee Rates
Add Elements
Edit Elements
Delete Elements
Add Expense Codes
Edit Expense Codes
Delete Expense Codes
Add Holidays
Edit Holidays
Delete Holidays

Ooooooooo cooooo

Use this panel to specify the elememrtelated tasks that the user ipermitted to perform.

The following table describes the various items in the Elements panel:

Item... Check/ Sel ect this ite Defe_luItValue
(if any)

Add Employees Allow the user to add Employee entries.
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Item... Check/ Select this ite Default Value
(if any)

Edit Employees Allow the user to make changes to Employee entries.
Delete Employees Allow the user to delete Employee entries.

Specify whether the user can view or modify Employee Rates.
You can only select one option here.

Sel ect To...

Disallow the user from viewing or modifying
Employee Rates.

Self Allow the user to view or modify only his/her own

View/Modify Employee Rates rates. None

Allow the user to view or modify the rates of
anyone in his/her group (or in the groups that

Group have been added to the security policy). (This
would be an ideal choice for Group managers or
Team leaders.)
Allow the user to view or modify the rates of any

All employee of the organization. (This would be an
ideal choice for Managers.)

None

Add Elements Allow the user to add Element entries.

Edit Elements Allow the user to make changes to Element entries.
Delete Elements Allow the user to delete Element entries.

Add Expense Codes Allow the user to add Expense Code entries.

Edit Expense Codes Allow the user to make changes to Expense Code entries.
Dele te Expense Codes Allow the user to delete Expense Codes entries.

Add Holidays Allow the user to add Holiday entries.

Edit Holidays Allow the user to make changes to Holiday entries.

Delete Holidays Allow the user to delete Holiday entries.

Providing access to Taskelated Functions

8. Click the Tasks button to view the Tasks panel.
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Security Policies

L
Save & New Check All - - = Locks
= = r | 00K ) :
x Cancel | Uncheck All ‘__%L? L g s2:| Time Entry Options
Save & Close Poicy  View  Interface  Elements  Tasks = Entries ? TR s
Actions Selection Area
MName
Employee
Tasks
Yes Mone Self Group Al o
General Access to Data e @ F F T
Add Tasks @ =
Edit Tasks @ ®
View/Modify Task Tracking A @

Delete Task Tracking ® @
Delete Tasks with Entries -
Delete Tasks without Entries
Copy Tasks

Mass Update Task Data
Re-generate Tasks

Edit Task Dates

Delete Template Tasks

Edit Task Status 1

Edit Task Status 2

Edit Task Status 3

Edit Task Status 4

Edit Task Status 5

CIOLICIOICEY

oooooo

Use this panel to specify the taskelated operations that the user is permitted to perform.

The following table describes the various items in th&asks panel:

Item... Check/ Select this item]Defultvalue
(if any)

Specify whether the user has general access to taskrelated
data. You can only select one option here.

Sel ect To...
Disallow the user from viewing or modifying task -
related data.
Allow the user to view or modify only his/her own
task-related data. None
Allow the user to view or modify the task -related
data of anyone in his/her group (or in the groups
Group that have been added to the security policy). (This
would be an ideal choice for Group managers or
Team leaders.)
Allow the user to view or modify the task -related

All data of any employee of the organization. (This
would be an ideal choice for Managers.)

None

Self
General Access to Data

Specify whether the user can add tasks. You can only select one

option here.
Sel ect To...
Add Tasks None Disallow the user from adding tasks. None
Self Allow the user to add only his/her own tasks.
Allow the user to add tasks for anyone in his/her
Group group (or in the groups that have been added to

the security policy). (This would be an ideal choice
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(if any)

for Group managers or Team leaders.)

Allow the user to add tasks for any employee of
All the organization. (This would be an ideal choice
for Managers.)

Specify whether the user can make changes to tasks. You can
only select one option here.

Sel ect To...
None Disallow the user from editing tasks.
] Self Allow the user to edit only his/her own tasks.
Edit Tasks None

Allow the user to edit tasks for anyone in his/her

group (or in the groups that have been added to

the security policy). (This would be an ideal choice

for Group managers or Team leaders.)

Allow the user to edit tasks for any employee of

All the organization. (This would be an ideal choice
for Managers.)

Group

Specify whether the user can view or make changes to task
rates and hours. You can only select one option here.

Sel ect To...

Disallow the user from viewing or modifying task
None .

tracking data.
Self Allow the user to view or modify only his/her own

View/Modify Task Tracking task tracking data. None

Allow the user to view or edit task tracking data
for anyone in his/her group (or in the groups that

Group have been added to the security policy). (This
would be an ideal choice for Group managers or
Team leaders.)
Allow the user to view or edit task tracking data

All for any employee of the organization. (This would
be an ideal choice for Managers.)

Specify whether the user can delete task rates and hours. You
can only select one option here.

Sel ect To...
None Disallow the user from deleting task tracking data.

Allow the user to delete only his/her own task
Self ;
tracking data

Delete Task Trackin . Non
elete Task Tracking Allow the user to delete task tracking data for one

anyone in his/her group (or in the groups that
Group have been added to the security policy). ( This

would be an ideal choice for Group managers or

Team leaders.)

Allow the user to delete task tracking data for any
All employee of the organization. (This would be an

ideal choice for Managers.)

; ; Specify whether the user can delete tasks that contain entries or
Delete Tasks with Entries notes. You can only select one option here. None
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(if any)

Sel ect To...

Disallow the user from deleting tasks with entries
or notes.

Allow the user to delete only his/her own tasks
with entries or notes.

Allow the user to delete tasks with entries or
notes of anyone in his/her group (or in the groups
Group that have been added to the security policy). (This
would be an ideal choice for Group managers or
Team leaders.)
Allow the user to delete tasks with entrie s or
All notes of any employee of the organization. (This
would be an ideal choice for Managers.)

None

Self

Specify whether the user can delete tasks that do not contain
entries or notes. You can only select one option here.

Sel ect To...
None Disallow the user from deleting empty tasks.
Allow the user to delete only his/her own empty
Self
] ] tasks.
Delete Tasks without Entries None

Allow the user to delete empty tasks of anyone in
his/her group (or in the groups that have been

Group added to the security policy). (This would be an
ideal choice for Group managers or Team
leaders.)

Allow the user to delete empty tasks of any
All employee of the organization. (This would be an

ideal choice for Managers.)

Specify whether the user can copy tasks fromone user 0 s
ti mesheet to one or more othel
select one option here.

Sel ect To...
None Disallow the user from copying tasks.
Self Allow the user to copy only his/her own tasks to
Copy Tasks other users. None
Allow the user to copy tasks between anyone in
his/her group (or in the groups that have been
Group added to the security policy). (This would be an
ideal choice for Group managers or Team
leaders.)
Allow the user to copy tasks between any
All employee of the organization. (This would be an
ideal choice for Managers.)
Specify whether the user can perform mass updation of task
entries. You can only select one option here.
Mass Update Task Data Sel ect To... None

None Disallow the user from mass updating tasks.

Allow the user to mass update only his/her own

S task entries.
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Item... Check/ Select this item Default Value
(if any)

Allow the user to mass update task entries of

anyone in his/her group (or in the groups that
Group have been added to the security policy). (This

would be an ideal choice for Group managers or

Team leaders.)

Allow the user to mass update task entries of any
All employee of the organization. (This would be an

ideal choice for Managers.)

Specify whether the user can generate tasks from non-task
based entries. You can only select one option here.

Sel ect To...
None Disallow the user from re-generating tasks.
Allow the user to re-generate only his/her own
Self
tasks.
Re-generate Tasks None

Allow the user to re-generate tasks for anyone in
his/her group (or in the groups that have been

Group added to the security policy). (This would be an
ideal choice for Group managers or Team
leaders.)

Allow the user to re-generate tasks for any
All employee of the organization. (This would be an

ideal choice for Managers.)

Specify whether the user can make changes to the task start
and end dates. You can only select one option here.

Sel ect To...

None Disallow the user from editing task dates.

Self Allow the user to edit only his/her own task dates.

Edit Task Dates Allow the user to edit task dates for anyone in None

his/her group (or in the groups that have been

Group added to the security policy). (This would be an
ideal choice for Group managers or Team
leaders.)
Allow the user to edit task dates for any employee

All of the organization. (This would be an ideal choice

for Managers.)

Edit Task Status 1  to Edit Task These are 15 userdefined task status fields. Specify whether the
Status 15 user can edit these task status items.

Providing access to Entryelated functions

9. Click the Entries button to view the Efries panel.
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Security Policies x

= saveanew || Ff; checkan

2 = k Locks
frog) T .= P
L—i-l > cancel I uncheckan | K[ r @*’ ﬂ [rsox S| Time Entry Options

Save & Close Policy View Interface Elements Tazks Entriez. a Regional & Language
Actions Selection Area
MName
Employee

Entries

»

Yes MNone Self Group All
Delete Time Entries o @ ®
Delete Expense Entries

Mass Update Time Entries

Mass Update Expense Entries
Require Start/Stop Times

Require Time Entry Notes
Require Existing Task

Edit Existing Entries

Edit Entries Outside Prewv/Cur/Next
Edit Entries in Previous Period
Edit Entries in Current Period

Edit Entries in Mext Period

Edit Entries Outside Task Dates
Edit Entries Scope ® @
Edit Entry Status 1 ' '
Edit Entry Status 2

m

FEEEEEOEO

=l
1

Use this panel to specify the entrrelated operations that the user is permitted to perform.

The following table describes the various items in th&ntries panel:

Default

Value
(if any)

Specify whether the user can delete time entries. Yot
can only select one option here.

AT AL To...
Disallow the user from deleting time
None !
entries.
Self Allow the user to delete only his/her own
Delete Time Entri es AT Bt None
Allow the user to delete time @tries of
anyone in his/her group (or in the groups
Group that have been added to the security
policy). (This would be an ideal choice fo
Group managers or Team leaders.)
Allow the user to delete time entries of
All any employee of the organization. (This
would be an ideal choice for Managers.)
Specify whether the user can delete expense entries.
; You can only select one option here.
Delete Expense Entries None

3A1 AZ To...
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Default

Item... #EAAEFY3AI AAO OEEO Value

(if any)

Disallow the user from deleting expense
entries.

Allow the user to deleteonly his/her own
expense entries.

Allow the user to delete expense entries
of anyone in his/her group (or in the
groups that have been added to the
security policy). (This would be an ideal
choice for Group managers or Team
leaders.)

Allow the user to delete expense entries
of any employee of the organization.
(This would be an ideal choice for
Managers.)

None

Self

Group

All

Specify whether the user can perform mass updation
of time entries. You can only select one option here.

SelA A O To...

Disallow the user from mass updating
time entries.

Allow the user to mass update only
his/her own time entries.

Mass Update Time Entries Allow the user to mass update time None
entries of anyone in his/her group (or in
the groups that have been added to #n

None

Self

ElCell security policy). (This would be an ideal
choice for Group managers or Team
leaders.)

Allow the user to mass update time

All entries of any employee of the

organization. (This would be an ideal
choice for Managers.)

Fecify whether the user can perform mass updation
of expense entries. You can only select one option

here.
3AI AP To...
Mass Update Expense None Disallow the user from mass updating Nems

Entries expense entries.

Allow the user to mass update only
his/her own expense entries.

Allow the user to mass update expense
Group entries of anyone in his/her group (or in
the groups that have been added to the

Self
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Item...

Require Start/Stop Times
Require Time Entry Notes

Require Existing Task

Edit Existing Entries

Edit Entries Outside
Prev/Cur/Next

Edit Entries in Previous
Period

Edit Entries in Current
Period

#EAAET3A1I AAO OEEO

security policy). (This would be an ideal
choice for Group managers or Team
leaders.)

Allow the user to mass update expense
entries of any employee of the
organization. (This would be an ideal
choice for Managers.)

All

Force the user toenter start/stop times for task
entries.

Force the user toenter notes with each time entry

Allow the user to make an entry only if a task exists
for that entry.

Allow the user to make changes to existing entries.

Note: Edit Existing Entries must bechecked
in order to allow the user to edit entries. The
other options (Edit Entries

Outside Prev/Cur/Next , Edit Entries in
Previous Period , Edit Entries in Current
Period , andEdit Entries in Next

Period ) simply define more specifically what
entries the usercan edit.

Users will be able to make change® entries
only if Edit Existing Entries is checked.

Allow the user tomake changes t@ntries that do not
fall within the Previous, Current and Next reporting
period that is assigned to the user.

Note: This option allows the user to make
changes to existing entries; the user will not b
able to create new entries.

Allow the user tomake changes t@ntries that fall in
the reporting period that is previous to the
current reporting period.

Note: This option allows the user to make
changes to existing entries; the user will not b
able to create new entries.

Allow the user tomake changes tentries that fall in

Default
Value

(if any)
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Item...

Edit Entries in Next Period

Edit Entries Outside Task
Dates

Edit Entries Scope

Edit Entry Status 1 to Edit
Entry Status 15

Edit Approval Status

Default

#EAAET3AI AAO OEEO Value
(if any)

the current reporting period.

Note: This option allows the user to only make
changes to existing entries; the user will not b
able to create new entries.

Allow the user tomake changes t@ntries that fall in
the reporting period that comes after the
current reporting period.

Note: This option allows the user to only make
changes to existing entries; the user will not b
able to create new entries.

Allow the user tomake changes te@ntries that fall

Task dialog box.

Specify whether the user can make changes to the
scope of the entries. You can only select one option
here.

3AI AZ To...

Disallow the user from editing the scope
of the entries.

Allow the user to edit the scope of only
his/her own entries.

Allow the user to edit the scope of the
entries of anyone in his/her group (or in
the groups that have been added to the
security policy). (This would be an ideal
choice for Group managers or Team
leaders.)

Allow the user to edit the scope of the
entries of any employee of the
organization. (This would be an ideal
choice for Managers.)

None
Self

None

Group

All

These are 15 usedefined entry status fields. Specify
whether the user can edit these entry status items.

Allow the user to make changes to the approval
status.

Providing access to Loetelated functions
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10. Click the Locks button to view the Locks panel.

Security Policies

kfseesnew | [ " o
3 co 0 | Ly

Save & Cose Check AY Uncheck A)
Actons Selecton

Name

Locks
Yes None Set Group All
LockEmployees ®
Ovemide Locks 7]

o O O

x

R
Locks | Tame Estry Optons  Regional & Language

Usethis panel to specify the Lockrelated operations that the user is permitted to perform.

The following table describes the various items in théocks panel:

Default

Value
(if any)

#EAAET3A1I AAO OEEO

Specify whether the usercan lock the entries made by
employees. You can only select one option here.

3AI AZ

None

Self
Lock Employees

Group

All

Override Locks

Enforcing Time Entry Options

To...

Disallow the user from locking the entries
made by employees.

Allow the user to lock only his/her own
entries.

Allow the user to lock the entriesof
anyone in his/her group (or in the groups
that have been added to the security
policy). (This would be an ideal choice fo
Group managers or Team leaders.)

Allow the user to lock the entries of any

employee of the organization. (This
would be an deal choice for Managers.)

None

Allow the user to edit entries which have been locked

11. Click the Time Entry Options button to vtw the Time Entry Options panel.
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Security Palicies

| save s New v
¥ cancel &

; |
Save & Chose Check Al Uncheck A1
Actions Selecton

Mame

Time Entry Options
Policy Enforced?®

Default start time for Sme enfry

Dy View fime inten-als in minutes

Day View first bme

Day View last me

Time spent only on Timesheet View

Time spent format

Show tetals by emplojee Reporting Period

ooooooo

T % o = O

interfsce  Eemests  Tasks  Eniies  Locks | TmeEnky Opfions  Regional & Language

Ares

Use this panel to enforce th@ime Entry Op tions for all users who have not set their own Time Entry
Options (using theTime Entry button in the System Configuration tab).

The following table describes the various items in th&ime Entry Options panel:

Default start time for time
entry

Day View time intervals in

minutes

Day View first time

Day View last time

Time spent only on Timesheet
View

Time spent format

Show totals by employee
Reporting Period

Check/ Select this ite Defa}uItVaIue
(if any)

Force the Time Entry dialog box to display the default start
time specified in the Time Entry Options  screen.

Force the Day View screen to display the time using the
interval specified in the Time Entry Options  screen.

Force the Day View screen to begin display of time intervals
with the first time slot as specified in the Time Entry Options
screen.

Force the Day View screen to end display of time intervals with
the last time slot as specified in the Time Entry Options
screen.

Display the Time Spent Only field in the Time Entry dialog
box when an employee opens it from the Timesheet View
screen.

Force the Day View screen to use the time spent format
specified in the Time Entry Options  screen.

Force the Task Totals and Sheet Total on the Timesheet
Viewt o di spl ay t he RepottiaglPeribdor, t
irrespective of the period that the user is currently viewing in
his/her Timesheet .

Note: Time entry options can either be set by individual users (if they are given access to the Time
Entry Option area of the System Configuration tab)pr can be enforced via the Security Policy

assigned to the user.

/ﬁEﬁEEAA AETAGEAAGO )1 OGADY ARt A A3 520MOB.OL 6 OEdA’t Software, LLC



When these options are enforced via the Security Policy assigned to a user, he/she will no longer be
able to change the settings (even if the user has access to the System Configuratioh tab long as

the settings are enforced via the Security Policy, the options that have been enforced will appear
disabled or grayed out in System Configuration tab.

When the settings are enforced by a Security Policy assigned to some users, it only affgaise users

xET EAOA 110 AEAT GCAA OEA AAEAOI O OAOOEI ¢cO8 )& A OOR
settings are not affected by the enforcement. However, as long as the settings are enforced, the user

will not be able to change the settings.

Enforcing Regional and Language Options
12. Click the Regional & Language button to view the Regional & Language panel.

Security Policies x
b savea vew
- A @ = -
% cancel rlj £ % v =l @ ] -
Save & Cose Check Al Uncheck Al Puky ierlace Eements  Tosks  Cnies  Locks  Tne Enry Options | Ragknald Langusge
Actions Selection Area
Name

Regional & Language
Folicy Enforced?

Dae Display
Time Display

Cumency { Time Interval Display
Language

oooo

Use this panel to enforce the Regional Options for all users who have not set their own Regional Options
(using the Options button in the Sgtem Configuration tab).

The following table describes the various items in the Regional & Language panel:

. ~ . N N - Default Value

Force the display of dates with the date display
format specified in theRegional Options screen.

Date Display

Time Displa Force thedisplay of time values with the time display

play format specified in theRegional Options screen.
Force thedisplay of currency or time values with the
currency/time interval displa 'y format specified in the
Regional Options screen.

Currency/Time Interval
Display

Force the use of the language specified in the

LelrglLgy Regional Options screen.

Note: Regional and Language options can either be set by individual users (if they are given access to the
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Regional & language area of the System Configuration tab), or can be enforced via the Security Policy
assigned to the user.

When these options are enforced via the Security Policy assigned to a user, he/she will no longer be able
to change the settings (even if the s has access to the System Configuration tab). As long as the settings
are enforced via the Security Policy, the options that have been enforced will appear disabled or grayed
out in System Configuration tab.

Note: When the settings are enforced by a Senty Policy assigned to some users, it only affects those

OOA0OO xEI EAOA 110 AEAT CAA OEA AAEAOI &6 OAOOGEIT CcO8 ) £ /
settings are not affected by the enforcement. However, as long as the settings are enforcled user will

not be able to change the settings.

Saving the Security Policy

12. Once you have made all the selections (as described in the previous topics), do one of the following:

Click theSave & Newbutton Save this Security Policy ashstart creating a new Security

Policy.
Click theSave & Closebutton Save this Security Policy and return to th&ecurity Policies
screen.
Click theCancelbutton or the
Closebutton on the top right Return to the Security Policies screen without saving the new
corner of the Security Policy Security Policy.

dialog box

Using Security Policies to allow members from different groups to share data

Office Timesheets allows groupvise management of employee data. At the time of creating an employee
entry, you can assign the employee to one or more groups. An employee can share data only with other
employees who are members of the same group/groups as himself.

Since User B and User D are from different
groups, they cannot share data.
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When employees from two different groups need to work together on a project, you can create a temgiy
grouping of the members by designing a security policy where you select both the groups and provide access
to the Group using the Tasks panel. You would then assign this security policy to the User Accounts of the
employees who need to work togetherOnce the project is finished, you can reassign their original security
policies.

Making Changes to a Security Policy

To make changes to a security policy:
1. Click on Security Policies in the System Configuration tab.
The Security Policies screen will apgore

| Password Options

o’ View Sheets  Import/ Export

Accounting/Finance Representative
Administrator —
Employee __ Open |

HR Representative

1. Select a security policy from the list box and click th®pen button.
2. Make changes to the security policy. (Segreating a Security Policfor more information.)

Do one of the following:
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Save the changs that you have made to the Security Policy and

CliEk heaine & Hesiiier start creating a new Security Policy.

Save the changes that you have made to the Security Policy an

CIERIEEES & CEEErien return to the Security Policies Screen.

Click theCancel button or the

Close button on the top right Return to the Security Policies screen without saving the
corner of the User Account dialog changes that you have made to the Security Policy.
box

Deleting a Security Policy

To Delete a Security Policy:
1. Click on Security Polies in the System Configuration tab.
The Security Policies screen will appear.

‘\” View Sheets Import/Export  Reports  Process Management | System Configuration

by '@' Company Info y n '&/ User Accounts
P '="| E-mail Account . P | &) Securiy Poiicies |

Time Entry Options & Audting Options Change Password :; D= v Opliors

Options Regional Options User Accounts
Security Policies

[/Accounting/Finance Representati [ Add ]

! Administrator

| Employee [ Open |

HR Representative

Manager

Sample Delete

System Admin

2. Select a security policy from the list box and click the Delete button.
3. ClickOK to delete the security policy orclick Cancelif you do not wish to delete the security policy

Note: If you attempt to delete a security policy that is currently assigned to a user account you will get
the following message:

(Mic rosoft Internet Explorer E

' : ‘ou cannot delete this record(s) because it is in use.
-

In order to delete a security profile within Office Timesheetsit must not be assigned to any user account.
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Configuring P assword Options

As a systems administrator, you can specify the minimum and maximum lengths permissible for passwords.
You can also specify whether a valid password should contain only characters (or letters) or a combination of

characters and numbers.

Password Options for Office Timesheets Hosted Version

To configure the Password Options for the Office Timesheets Hosted Version:

1. Click on Password Options in the System Configuration tab.
2. Specify the required password options and click the Save button.

The following table provides more details about the components of the Password Options screen:

ltem How to use the Item Default Value
(if any)

Require combination of
numbers and characters

Minimum character length
of passwords

Maximum length of
passwords

The Clear button

The Reset button

Check this check box to specify that a valid password
should contan both letters and numbers. If this check box
has been selectedDffice Timesheets will not allow the
users to set passwords containing only characters or only
numbers. The password has to contain a combination of
both numbers and characters.

From the drop-down list, select the minimum length for
the passwords.

From the drop-down list, select the maximum length for
the passwords.

Click theClear button to delete all the values from the
fields on the page.

Click theReset button to undo your changes and restore
the values entered in the fields back to what they were
when you last saved the page.

Unchecked

0 (zero)

14
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